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SUMMARY

A new survey of 102 journal
ists and bloggers in 20 Mex
ican states shows nearly 70 

percent have been threatened or 
have suffered attacks because of 
their work. In addition, 96 percent 
say they know of colleagues who 
have been attacked. Respondents 
to the survey also say they view 
cyberespionage and emailac
count cracking as the most serious 
digital risks they face. And while 
nearly all have access to and rely 
on the Internet, social networks, 
mobile phones and blogging plat
forms for their work, they also ad
mit that they have little or no com
mand of digital security tools such 
as encryption, use of virtual pri
vate networks (VPNs), anonymous 
Internet navigation and secure file 
removal. The results of this sur
vey show the urgent need to in
troduce Mexican journalists and 
bloggers to new technologies and 
protocols and help newsrooms de
velop a culture of digitalsecurity 
awareness to counter increasingly 
sophisticated threats and attacks 
from both governmental agencies 
and criminal organizations. 

INTRODUCTION

Advances in computer and 
mobile technology, the ex
pansion of the Internet and 

the development of social networks 
and digital tools have removed 
many geographic, social and politi
cal barriers to the exchange of news 
and information. At the same time, 
these developments have created 
new areas of vulnerability for me

dia professionals and bloggers who 
often are not fully aware of how 
these new technologies can threat
en their privacy and security.

This is particularly true in coun
tries where citizens face major se
curity challenges such as organized 
crime groups and corrupt officials. 
In Mexico in particular, digital and 
mobile insecurity has become a 
new and uncontrolled source of 
danger to the physical and psycho
logical safety of independent jour
nalists and bloggers alike.

In September 2011, two blog
gers who reported frequently 
about local crime – particularly 
violent incidents related to drug 
trafficking – were found hanged 
from a pedestrian bridge in Nuevo 
Laredo. This city is the turf of the 
Zetas, one of Mexico’s most active 
and dangerous criminal organiza
tions. A message left near the bod
ies warned that the same thing 
could happen to any Internet user 
who crossed that criminal organi
zation. Those murders were fol
lowed by the killing of a journalist 
using the nickname “la Nena de 
Laredo” (the Baby of Laredo) who 
had posted entries against criminal 
activity on Nuevo Laredo en Vivo, 
a social media forum.

Professional journalists also are 
at risk. In June 2012, Victor Man
uel Baez, an editor working for 
reporterospoliciacos.mx, a website 
covering crime in Veracruz, was 
kidnapped when he left his office 
in that city. He was found dead 
hours later. A reporter working in 
the southern state of Michoacán 
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says members of a criminal organi
zation are sending threatening text 
messages to his phone in an effort 
to force him to become a public re
lations officer for them. 

These events are among the most 
extreme attacks so far by criminal 
elements against journalists and 
bloggers in Mexico. There also have 
been incidents involving official 
surveillance of Twitter users who 
were suspected of terrorism. In Sep
tember 2011, the state of Veracruz 
initiated a terrorism case against 
two Twitter users, accusing them of 
spreading rumors about a school at
tack. Two months later, the Mexican 
Federal Police arrested a Twitter user 
because he posted a comment about 
“flying officials” minutes before the 
Interior minister died in an airplane 
crash in Mexico City. Reporters in
vestigating corruption and human 
rights abuses in Chiapas, where gov
ernment forces have intermittently 
battled guerrillas since the 1990s, 
say they have been under continu
ous electronic surveillance over the 
last two years.

These events indicate that both 
officials and criminal organizations 
monitor social networks to see 
what journalists and bloggers post, 
often responding to stories and in
formation they don’t like with ha
rassment, threats or violence.

Given the level of insecurity 
surrounding the use of digital and 
mobile technology by journalists 
and bloggers, protection of users’ 
identity and privacy is now cru
cial, particularly when citizens and 
journalists use online platforms, 

social networks and mobile devices 
to post comments or reports about 
crime, corruption or violence. 

With this in mind, a group of 
journalists and bloggers who cover 
human rights issues, crime, cor
ruption and the impact of state 
activities against criminal groups 
were surveyed to see if they un
derstand the risks and threats they 
face when using digital and mobile 
technology. The goal: to develop 
simple protocols and identify the 
best tools to help them better pro
tect themselves so they can contin
ue to serve the public interest. The 
survey asked questions such as: 

 ¡ How do you rate your ability to 
use digital and mobile tools?

 ¡ How do you rate your abil
ity to use riskreduction tools 
and strategies when working 
on computers, using cellular 
phones or navigating the Web? 

 ¡ How much do you mix personal 
information with professional 
activity when using social net
works like Facebook or Twitter? 

 ¡ How vulnerable do you think 
you are to physical and digital 
risks and threats? 

 ¡ Have you been threatened or at
tacked because of your profes
sional online/mobile activity?

The information generated by 
this survey will help improve 
training programs for bloggers 
and journalists so they can be 
more aware of digital and mobile 
risks and the need to use security 
tools, protocols and strategies to 
reduce those risks as they pursue 
investigative stories.



DIGITAL AND MOBILE SECURITY FOR MEXICAN JOURNALISTS AND BLOGGERS6

METHODOLOGY

T he Knight International 
Journalism Fellow de
signed and distributed a 

21question electronic survey 
to a group of trusted journalists, 
bloggers and human rights activ
ists in Mexico. All of the partici
pants use computers, the Inter
net and an array of digital tools 
and mobile devices to report on 
crime, corruption, violence and 
human rights issues. More than 
half say they cover corruption, 
victims of violence, abuses by 
authorities and human rights is
sues. Ten percent report on drug 
trafficking. Coverage of these 
sensitive topics makes those jour
nalists and bloggers even more 
vulnerable to electronic surveil
lance and other digital attacks.

Journalism organizations and 
networks, human rights groups and 
independent journalists helped to 
generate the list of journalists and 
bloggers for the survey. In October 
and November 2012, an electronic 
link to the survey was distributed to 
networks of journalists, particularly 
in the Mexican states most affected 
by drug violence and where jour
nalists and bloggers have been un
der stress due to a wave of murders, 
kidnappings, physical attacks and 
death threats.

The results of this survey are not 
a statistical representation of the 
general state of security for jour
nalists in Mexico. However, they 
offer quantitative evidence of the 
digital and mobile vulnerability of 
journalists and bloggers working 
in highrisk areas of Mexico.
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The selected group is representa
tive of professional journalists and 
bloggers who regularly use digital 
and mobile tools and are deeply 
involved in adapting to one of the 
most dangerous reporting environ
ments in the world. Some of them 
have participated in the “Cobertura 
Segura” course, a program organized 
by ICFJ and the University of Gua
dalajara, to train journalists to use a 
combination of riskreduction strate
gies and autoprotection protocols.

The results of this evaluation 
will be used to design an online 
course and inperson workshop to 
train participants to develop and 
use digital and mobile riskreduc
tion strategies and protocols.

A total of 102 journalists and 
bloggers from 20 Mexican states, 
including the Federal District of 
Mexico (Mexico City), responded 
to the survey. Forty percent of the 
respondents were female. 

Almost 80 percent of the answers 
came from participants who received 
a direct invitation to participate in the 
survey via electronic mail. Twelve 
percent of the answers came from 
participants invited through a Face
book group. The rest of the answers 
were obtained from invitations sent 
by Twitter and in person.

Nearly 60 percent of the partici
pants are staff journalists working 
for media organizations. Another 
23 percent are free lancers. More 
than 5 percent of the respondents 
are bloggers, 7 percent are human 
rights activists and 5 percent are 
students.

RESULTS

PHYSICAL RISKS

A lmost 70 percent say they 
have been threatened or 
been the victim of an at

tack as a journalist or blogger. More 
than 20 percent say they have been 
threatened or attacked recently. 
Nearly 10 percent of all participants 
say they recently were attacked 
physically. Thirty percent of respon
dents, half of them working in Mex
ico City, said they have never been 
attacked, which signals that journal
ists and bloggers working in Mexico 
City are relatively safer than those 
working in other areas of Mexico. 
Even so, half of the 32 participants 
from Mexico City say they have 
been threatened or attacked.

Twentyseven percent say physical 
threats are the most serious risk for 
journalists and bloggers in their com
munities. Eleven percent see lawsuits 
and murders as the biggest risks. 

Personal and family security are 
the two biggest concerns for those 
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surveyed, while 11 percent think 
information security and the safe
ty of colleagues are the most im
portant concerns.

Fortynine percent report that 
they, their friends or family mem
bers have received threats.

The perception of risk is high due to 
past experiences in their commu
nities. More than 95 percent of re
spondents say that other colleagues 
in their communities have been 
attacked. Thirty percent say their 
colleagues were frequently and re
cently attacked.
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None of the respondents claimed they face a risk of extortion.
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DIGITAL RISKS

Participants say cyberespi
onage and emailaccount 
cracking are the most serious 

digital risks they face. These jour
nalists and bloggers rely heavily on 
the Internet and actively use digital 
tools to contact sources and share 
information. They regularly use the 
Internet and various electronic and 
mobile devices to gather and trans
mit information. About 12 percent 
fear their socialnetwork accounts 
have been compromised by a digital 
attack. About 8 percent worry that 
their websites will be attacked. Six 
percent identify information theft as 
a serious risk. 

Because all the survey partici
pants rely on the Internet, and 
officials and criminal organiza
tions monitor their electronic, 
digital and mobile activity, it 
seems certain that most journal
ists in Mexico are affected by dig
ital insecurity. 

As mentioned, more than half 
of the participants cover corrup
tion, victims of violence, abuses 
by authorities and human rights 
issues. Ten percent of those sur
veyed report on drug trafficking. 
Coverage of these sensitive topics 
makes those journalists and blog
gers even more vulnerable to elec
tronic surveillance and other digi
tal attacks.

USE OF TECHNOLOGY

B ased on the survey results, 
Mexican journalists and 
bloggers seem to rely on 

mobile technology to gather and 
report news and information. 
Seventy percent of participants 
say they use portable devices 
for their work. One out of every 
three participants uses multiple 
technologies: computers, laptops, 
tablets, cell phones and cameras. 
At the same time, most also rate 
their skill level in digital technol
ogies as low. This means journal
ists and bloggers need to be in
troduced to new applications and 
strategies to improve their safety 
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as they use their devices to report 
on crime, violence, human rights 
and corruption.

USE OF EMAIL

A ll the survey participants 
use email to obtain and 
share information. Of 

that group, 56 percent say they 
use email to deliver and receive 
information. Thirty percent 
use email services for multiple 
purposes, and 14 percent use 
email to conduct interviews. 
Thirtyeight percent use Gmail 
as their primary email service. 
This is positive since Gmail 
doesn’t show senders’ IP ad
dress in the headers, provides a 
Secure Socket Layer (SSL) with 
HTTPS:// navigation, and of
fers an alert when the email is 
accessed from an unknown or 
infrequent IP. However, 60 per
cent of the survey participants 
say they use email services that 
show the users’ IP address in 
the headers, putting them at 
risk. Twentyseven percent use 
Hotmail, which has an SSL, but 
shows the senders’ IP address 

in the headers. Only 3 percent 
of participants use encrypted 
email services such as Hushmail 
or Riseup.

COMMAND OF  
SECURITY TOOLS

Although participants per
ceive information theft as 
a major risk, more than 60 

percent report that they have little 
to no understanding of encryp
tion technologies. Only about 15 
percent say they have a good com
mand of security tools like data en
cryption, use of VPNs, anonymous 
Internet navigation and secure file 
removal. One positive finding from 
the survey: More than 50 percent 
of participants say they can create 
secure passwords. The following 
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tables offer a detailed view of these 
vulnerabilities:

¡DATA ENCRYPTION

More than 60 percent of partici
pants report little or no skill at 
data encryption. Tools to encrypt 
data would be extremely valu
able for journalists and bloggers 
who work on such topics as or
ganized crime, corruption and 
victims of violence to keep their 
sources, sensitive documents and 
investigations safe.

¡ANTIVIRUS SOFTWARE

It is encouraging that most par
ticipants have a good command 
of antivirus software. It can pre
vent their computers and mobile 
devices from being infected by 
malware. Nonetheless, 40 per
cent of the survey participants 
have little or no command of an
tivirus software.

¡ANONYMOUS INTERNET 
NAVIGATION

More than 70 percent of respon
dents say they are not using tools 
to remain anonymous on the In
ternet. It is crucial for journalists 
and bloggers to remain anony
mous to maintain their physical, 
psychological and digital security, 
since criminal organizations and 
intelligence offices now closely 
monitor the activity of citizens 
and journalists on the Internet. 
Journalists and bloggers would 
benefit immediately from learn
ing how to access and use these 
tools, particularly the TOR plat
form in computers and mobile 
devices. 

¡SECURE FILE STORAGE

Two Milenio TV reporters were 
kidnapped by a criminal orga
nization in March 2010 because 
the reporters had taken pictures 
of military commanders at a cer
emony.  Because the stored pic
tures were found, the reporters 
were accused of being associated 
with a rival criminal organization 
that included former soldiers. This 
was a harsh reminder for reporters 
working in dangerous zones of the 
need to protect their files. 
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More than 50 percent of the 
participants say they have little 
or no experience with tools to se
curely store and erase documents. 
Knowing how to store sensitive 
documents securely and prevent 
them from loss, theft or unautho
rized access is an important digital
security skill.

¡VIRTUAL PRIVATE NETWORKS

More than 80 percent of partici
pants have little or no familiarity 
with or skill in using virtual pri
vate networks (VPNs).  VPNs con
nect users to a remote location 
such as a corporate server, provid
ing anonymity and encryption. 
Media companies use these net
works to securely connect report
ers, photographers and editors to 
remote and centralized locations. 
This is particularly useful for re

porters and photographers who 
report from dangerous areas and 
need to transmit stories and other 
information to the media com
pany’s headquarters.

¡STRONG PASSWORDS

Sixty percent of participants rate their 
ability to create strong passwords as 
above average. Strong passwords are 
the most basic and fundamental ele
ment of digital security.

¡USE OF SOCIAL NETWORKS

Most participants say they rely on 
social networks to do their work as 
journalists and bloggers. However, 
they lack the skill to make full use 
of those social networks. One seri
ous problem is that 50 percent of 
the survey participants say they mix 
personal and professional informa
tion on Twitter and Facebook. Just 
13 percent say they use Facebook 
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for professional reasons only. Com
bining personal and professional 
information is a dangerous practice 
because it can provide an opening 
into the journalist or blogger’s per
sonal life and activities.

Although 90 percent of the sur
vey respondents say they use so
cial networks (Twitter, Facebook, 
Google+, YouTube and Flickr), 
less than 30 percent report an 
advancedlevel use of those tools. 
They say Twitter is the social net
work with which they are most fa
miliar.  More than 35 percent say 
they use Twitter and Google+ only 
for professional reasons.

¡INSTANT MESSAGING 
SERVICES

Journalists and bloggers also rely 
heavily on instant messaging ser

vices to provide and receive infor
mation. Almost all of the survey 
respondents (90 percent) access 
these systems from computers 
and mobile devices, with most us
ing Facebook’s instant messaging 
function. However, many also say 
they don’t use security systems to 
encrypt information during instant 
messenger exchanges.

Among Mexican journalists, What
sapp has displaced Facebook chat 
as the preferred messaging tool 
among mobiledevice users. It can 
facilitate communication between 
journalists and citizens in real time. 
Twelve percent of participants also 
say they use Blackberry PIN, which 
is a positive development since that 
service automatically encrypts all 
PIN messages.  
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¡BLOGGING

Almost Fifty percent of participants 
say they have an active blog. The 
rest do not blog or have inactive 
blogs. Wordpress is the most com
monly used platform, followed by 
Tumblr and Posterous. According 
to the survey, Wordpress and Blog
ger are used more often for profes
sional blogs. Posterous and Tumblr 
are used more for personal blogs. 
About 30 percent of the respon
dents mix personal and profes
sional information on their blog
ging platforms.

RECOMMENDATIONS

Journalists and bloggers in Mex
ico urgently need to increase 
their digital and mobile securi

ty. Although it is impossible to elimi

nate all risks, it is essential to help 
journalists and newsrooms adopt 
new applications and strategies that 
are designed to minimize their vul
nerability as they cover highrisk 
topics such as drug trafficking, or
ganized crime, corruption, abuse, 
violence and human rights abuses. 
It also is essential for Mexican jour
nalists, bloggers and newsrooms to 
connect with each other and with 
others around the world dedicated 
to helping journalists stay ahead of 
constantly evolving digital threats.

 Suggested steps for organizations 
working with media and journalists 
in areas where secure communica
tions can provide more protection 
from risk:

 ¡ Work with media companies to 
help them better understand the 
online and mobile threats their 
employees face and improve 
their editorial and noneditori
al security systems. Help their 
newsrooms adopt a culture of 
security awareness that includes 
digital vigilance and a readiness 
to adopt and adapt the technolo
gies and strategies needed to 
maintain cybersecurity.

 ¡ Encourage media companies to 
increase resources devoted to 
helping reporters, editors, pho
tographers and producers main
tain individual digital security.

 ¡ Build a community of media
security experts comprised of 
Mexican computer engineers, 
journalists and bloggers who 
participate in the Hack/Hack
ers Mexico chapter to customize 
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technology that helps to reduce 
the risks journalists and bloggers 
face when they work online or 
on mobile phones.

 ¡ Use social media, the Internet 
and existing networks to com
municate the need for secure 
communications tools to me
dia organizations, reporters, 
photographers and editors who 
work in dangerous zones.

 ¡ Invite journalists to form a net
work dedicated to online and 
mobile security.

 ¡ Offer more online and inperson 
programs that help journalists 
and bloggers embrace security 
tools such as encryption soft
ware and platforms, safe email 
providers, secure storage and 
erasing of documents. These 
programs also should focus on 
increasing their ability to protect 
their identity and privacy by us
ing anonymous Internet naviga
tion systems in computer, por
table devices and smart phones.
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